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Key features :

Wide range of authentication methods
* OATH-based one-time

password (OTP) authentication.

* Static secrets, in full or partial mode,
including passwords, PINSs.

* Pluggable framework enables easy
adoption of new authentication

methods.

Comprehensive management tools
* Support for awide range of
authentication methods plus easy
adoption of new methods enables
organizations to consolidate multiple
physical methods into a single logical
authentication model within a Service
Oriented Architecture.

« Full lifecycle management of user
credentials and physical devices.

* All authentication and administration
actions are recorded within a
centralized audit log.

» Administration tools including token/
card activation, PIN reset and password
mai ntenance.

» Multiple service channel support
(Web, IVR, ATM etc.) using asingle
authentication platform.

Rapid deployment capabilities
 Authentication Server can be
deployed on a variety of platforms.

* All Authentication Server

functions are exposed through a
standards-based public API that can be
accessed via SOAP for easy integration to
awide range of environments.

Technical specification
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Operating systems

* Windows, Linux

Devices

* Kishware self-key

* secure metric event base token

* secure metric time base token

* secure metric challenge/response token
* Any hardware or software tokens
compliant with OATH HOTP agorithm
Authentication schemes

* One-time passwords (OTP)

- Actividentity one-time passwords
- OATH one-time passwords

* PIN verification

* Static passwords (e.g. username /
password logins)

Administration features

* Password management

- Auto generation

- Help desk change/reset

- Set up

* Device management

- Synchronise

- Unlock

- Assign/unassign

- Import

* Credentia management

- Status (enable/disable)

- Channel specific usage policies

- Usage statistics

- Maintains validity periods

* User and permission management
- User and user group management
Standards compliance

e Sun J2EE™

» JavaRMI and SOAP V1.1

* OATH HOTP

Integration

* Java RMI

* Sun Java™, C and C#

» SOAP clients (available for Sun Solaris™,

Windows®, AlX, Redhat Linux, SUSE™
Linux)

Encryption information

* Protects cryptographic keys using HSM

* Triple DES encryption / decryption of secrets

: TOSAN AAServer I8 slow
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Multiple authentication
devices & access point

Q. o
@i"
@ . U

Multiple user web
communities & phone
authentication device PDA

\\

Support for multiple service

channels
f Eou E

Network Internet
Call Center
ATM

Centralized authentication
management and audit

=)

Authentication Administrators
Server
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